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Problem Statement
e Verifiable Attribute-Based Search over Shared Cloud Data

— Cloud data engines provide information search services on behalf of data owner.
— The correctness of search results cannot be guaranteed if the SP tampers with data records
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— Users need to ensure the integrity of query results from the following two perspectives: p ” g Role {{03,v3),{04,v4)}
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o Completeness: All records not in results are either non-results or inaccessible to users.
— Data are cryptographically enforced with fine-grained access control. Fig. 1: Verifiable Attribute-based Search
— Data content and access policy are protected in an zero-knowledge manner.
vABS Architecture Verifiable Range Search
* Verifiable attribute-based search services over shared cloud data. e Access-Policy-Preserving Grid-Tree
* Client side: attribute-based search and result verification.
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Verifiable Equality Search () Structure (b) Index
e Handle Non-existent Data Fig. 5: Access-Policy-Preserving k-d-Tree (AP?kd-Tree)
— Introduce a global pseudo access role Roleg, which is not possessed by any user.
— Treat non-existent data records as the data records that cannot be accessed by any user.
— Therefore, a data record is either accessible or inaccessible to the query user. D :
emonstration
 ADS Generation and Query Processing
® ® vABS o o Server
ABS.Sign {APP signature 1 (v2, 02, Ta) . (% ” vABS System vy Accc\?ﬁf omeszzclo:t Choosing Index Siru S
oosing Index structure
A
EHR Search Grid-Tree Kd-Tree Reset
( A a~ ROZ@A, ROleB Equality Query
(09,02, T2) APS signature <ha8h(v2)702aAu2> Query Log
? ? ~ u : : : :
T2 = Rolea N Rolep ABS.Relak 02,A., g C% ’ Patient ID: Q_P0066 é@%&bﬁf@a@éuﬁﬁﬁir%é)%o%é?fé%%sgg No:(G6003 To GO00B):
. h . g Rolec Check-Up No: QO C0002 To O CO006
Data Owner (DO) Service Provider (SP) Users Interacting With System
Search Reset
Database Overview Attack

Fig. 3: Verifiable Equality Search
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o; = ABS.Sign(skpo, hash(o;)|hash(v;), T;)
— APS Signature proves the authenticity of the inaccessible data record whose query (a) Client Interface (b) Server Intertace

attribute is o;, to the user whose role set is A. It is derived by the SP from APP
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signature without knowing the signing key.
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