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ABSTRACT
The eruption of a pandemic, such as COVID-19, can cause an unprecedented global crisis. Contact tracing, as a pillar of communicable disease control in public health for decades, has shown its
effectiveness on pandemic control. Despite intensive research on
contact tracing, existing schemes are vulnerable to attacks and can
hardly simultaneously meet the requirements of data integrity and
user privacy. The design of a privacy-preserving contact tracing
framework to ensure the integrity of the tracing procedure has not
been sufficiently studied and remains a challenge. In this paper, we
propose P2 B-Trace, a privacy-preserving contact tracing initiative
based on blockchain. First, we design a decentralized architecture
with blockchain to record an authenticated data structure of the
user’s contact records, which prevents the user from intentionally modifying his local records afterward. Second, we develop a
zero-knowledge proximity verification scheme to further verify the
user’s proximity claim while protecting user privacy. We implement P2 B-Trace and conduct experiments to evaluate the cost of
privacy-preserving tracing integrity verification. The evaluation
results demonstrate the effectiveness of our proposed system.
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INTRODUCTION

Large-scale pandemic outbreaks have devastating effects on the
health and well-being of the global population [16]. Take COVID-19
as an example, as of 23rd March 2021, there have been 123,627,191
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cases and 2,722,203 deaths confirmed across 192 countries and
regions [11]. The eruption of the pandemic has carried intense pressures on both healthcare professionals (e.g., doctors and nurses) and
healthcare systems. In response to this unprecedented global crisis,
many countries have implemented non-pharmaceutical interventions (NPI) [10] to reduce the transmission of the virus, including
the closure of workplaces, schools, and national lockdowns.
Contact tracing, a type of social distancing measure, aims to
identify and track the people who have come into contact with an
infected person. Identified close contacts can be provided with early
quarantine, screening, diagnosis, and treatment to break the virus’s
transmission chain. Most governments across the globe have leveraged this tracking strategy to ease the rigorous social distancing
restrictions. Specifically, the experience in HK has indicated that
the spread of COVID-19 can be effectively contained with the help
of contact tracing by reducing the community transmission from
unidentified cases [8]. However, traditional manual contact tracing
is inefficient because it is limited by a person’s ability to recall all
the close contacts and the time it takes to reach these contacts.
Thus, in a world coexisting with the infectious coronavirus, an
effective and secure digital contact tracing system is much desired.
This system could help to rescue the economy while saving lives
and resuming the normality, especially when the lockdown is lifted
(or partially lifted) and the society steps into a “new normal” [7].
There are several challenges in building an effective digital contact tracing system. First, user privacy protection, especially during
contact data collection and processing, is known to have a significant impact on the uptake of such a system [23]. Thus, safeguarding
user privacy should be the very first requirement for digital contact tracing. Most existing contact tracing systems [3, 20, 21] are
designed with a centralized model, where personal data is uploaded
to a central server for contact matching. However, in such systems,
user privacy could be compromised and system security is not guaranteed. With the collected personal data (e.g., identities, locations,
etc.), the server might infer knowledge pertaining to users’ interests. Moreover, the server constitutes a valuable target for malicious
attackers, which may result in serious data breach and leakage.
Second, verifying data integrity is crucial to ensure correct contact matching and proximity claim. This challenge is two-fold: (i)
how to prevent confirmed patients from modifying their historical
contact records to generate false matching; and (ii) how to prevent unconfirmed clients from tampering with matching results
to generate false exposure claim. Prior systems [14, 19, 28] mainly
utilize Bluetooth to determine the relative distances among users to

enable decentralized contract tracing. In the decentralized model,
data will be collected and stored on the user’s local device, which
gives more control back to the user. However, most approaches
can hardly guarantee the integrity of the user’s local contact data,
leaving space for data fraud. For example, an infected person might
report fraudulent contact records to cause unnecessary public panics. Unconfirmed users may modify their contact data to change
matching results for some benefits (e.g., free screening and material
subsidies) from the authority or avoiding quarantine.
Contributions. To meet these challenges, we propose P2 B-Trace,
a blockchain-based contact tracing system, which simultaneously
ensures data integrity and user privacy. This system enables users
to confidentially conduct contact matching on local devices based
on historical contact records, where a trusted server is unnecessary.
Concretely, we make the following major contributions.
• We design a decentralized architecture with blockchain to
record an authenticated data structure (ADS) of the user’s
contact records, which prevents the user from intentionally
modifying his records afterward. In addition, we develop a
zero-knowledge proximity verification scheme to verify the
user’s proximity claim while protecting user privacy.
• We implement P2 B-Trace using readily-available infrastructural primitives to demonstrate practicability. Empirical results show that P2 B-Trace achieves a verifiable and privacypreserving contact tracing system in a decentralized manner.
Moreover, proof generation time and verification time are
identified as the cost-critical parts of privacy-preservation.
• We discuss future research directions and challenges in data
management created by the blockchain-based contact tracing
application. Some potential solutions are also presented.
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PROBLEM DEFINITION

System Model. P2 B-Trace is a decentralized system for verifiable
privacy-preserving contact tracing. The system will notify users
after contact matching on local mobile devices if they have been
exposed to an infected person. Figure 1 presents the P2 B-Trace
system architecture. Our system mainly consists of four actors: (i)
patient, (ii) client, (iii) worker, and (iv) authority. The patient is a
virus-infected person, while the client refers to an unconfirmed
person. The worker is responsible for constructing the consensus
proofs and appending new blocks to the blockchain [5, 12]. The
authority represents a component in the healthcare system (e.g., a
hospital or a government sector), which can provide a close proximity certification for further screening.
Compatible with most decentralized contact tracing systems,
P2 B-Trace also uses Bluetooth to generate and exchange anonymous user-oriented identifiers with smartphones. Users update
their anonymous identifiers at regular intervals (e.g., 15 minutes)
and constantly record encountered identifiers nearby. As such, each
user builds (i) a Generation List L G = {𝐺𝐼𝐷 1, · · · , 𝐺𝐼𝐷𝑛 }, where
𝐺𝐼𝐷𝑖 is a generated identifier at 𝑖th interval, and (ii) an Encounter
List L E = {𝐸𝐼 𝐷 1, · · · , 𝐸𝐼𝐷𝑚 }, where 𝐸𝐼𝐷𝑖 is an encountered identifier. The two lists can be built at a specific frequency (e.g., every
day). Moreover, to enable verifiable contact tracing, an authenticated
data structure (ADS) is constructed for each L G and L E (denoted
as R G and R E , respectively) and stored on the blockchain.
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Figure 1: The system architecture of P2 B-Trace.
To enable contact tracing, once confirmed with the infection, the
patient uploads historical generation lists during a tracing period
(normally within the past 14 days) to the blockchain. Observing
the patient’s contact records, all clients conduct a cross-check with
respective encounter lists on local mobile devices. If a match is
found, the client will be notified and s/he could report this case
to the authority for further follow-up. Specifically, to ensure data
integrity in the tracing procedure, the verification will be conducted
in two aspects. First, the integrity of the patient’s contact records is
verified with the corresponding ADS stored on the blockchain such
that no fraudulent data are reported. Second, to simultaneously
prevent false proximity claims and safeguard user privacy, the
client needs to generate zero-knowledge proof for the authority
such that the contact matching can be verified without privacy
exposure. Moreover, in the whole process, both data storage and
data computation are realized in a decentralized manner to protect
user privacy and make the system more scalable.
Threat Model. Three security threats are considered in this
paper: (i) the patient is not fully trusted and might upload falsified
or incomplete contact records when confirmed with the pandemic;
(ii) the client is not fully trusted and might tamper with matching
results to generate false exposure claim; and (iii) the authority is
curious and may attempt to obtain the knowledge pertaining to its
interests from the received data.
To address the first threat, we adopt verifiable contact report to
ensure the integrity of the patient’s contact records. Specifically, a
smart contract reconstructs an ADS from the uploaded generation
list L G , and compares it with the corresponding ADS stored on the
blockchain. Using the ADS pinned on the blockchain, the system
can establish the soundness and completeness of the generation list
L G uploaded by the patient: (i) Soundness. No generated identifiers
in L G are tampered with and all of them satisfy the temporal conditions. (ii) Completeness. No valid generated identifier is missing
regarding the tracing period.
To further address the second and the third threat, we advocate
privacy-preserving verifiable proximity detection that enables the
client to prove the correctness of the matching results without
revealing privacy. We define three levels of security requirements:
• Generation Inclusiveness. The matched identifier is included in a generation list L G uploaded by the patient. That
is, the patient has generated the matched identifier during
the tracing period.

• Encounter Inclusiveness. In addition to generation inclusiveness, the matched identifier is also included in the client’s
encounter list L E . That is, the client has been exposed to a
patient and collected the patient’s generated identifier.
• Zero-Knowledge Confidentiality. Any information beyond the fact that an identifier is included in both L G and
L E is protected. That is, the authority can gain nothing
about L E (e.g., not even the matched identifier or list size).
We assume that there is no collusion between patients, clients,
and the authority. In addition, following the standard threat model
in existing blockchain systems [9, 22, 25], we consider a blockchain
system of 𝑁 workers under the BFT fault model, where at most
𝑓 = 𝑁3−1 workers could be malicious.

3

THE P2 B-TRACE FRAMEWORK

In this section, we present the P2 B-Trace, a privacy-preserving contact tracing initiative based on blockchain. We begin by introducing
a contact data verification scheme to prevent the patient’s local
contact records fraud. Furthermore, we propose a zero-knowledge
proximity verification scheme to prevent the client from tampering
with contact matching results while preserving user privacy.
ADS Generation and Storage. The verification for the tracing
procedure is built upon a blockchain-based hybrid storage model.
Recall that in the proposed P2 B-Trace architecture, a user periodically generates a new anonymous identifier and constantly collects
adjacent users’ identifiers through the Bluetooth module. As such,
in each period (e.g., one day), each user can build a generation list
L G and an encounter list L E . During the local data storage, the
user also constructs an authenticated data structures (ADS) for each
contact list (denoted as R G and R E for L G and L E , respectively).
Concretely, we utilize Merkle Hash Tree [18] to derive a Merkle
Root (serving as the ADS) to support the data integrity verification.
Emerging Blockchain technology has been adopted as a trusted
data storage solution in various fields [13, 24, 26]. In P2 B-Trace,
both R G and R E are stored on the blockchain as notarization of the
original contact records. The benefits obtained from the blockchain
are two-fold. First, the blockchain is maintained by untrusted peers
in a decentralized P2P network, which keeps the decentralized
architecture of our system. Second, the on-chain ADS is immutable,
which can be used to verify the integrity of the patient’s uploaded
contact records and the client’s claimed close proximities. Figure 2
illustrates the data hybrid-storage based on blockchain.
Contact Data Verification. In the tracing procedure, if a user
is confirmed with the pandemic, this patient needs to upload his/her
historical generation lists L G during a tracing period (normally
within the past 14 days) for contact matching. In P2 B-Trace, the
patient will upload the data to the blockchain. To be noticed, some
variations could be made for the data uploading manner in practical
scenarios, which do not change the fundamental nature of our
system. For example, the patient can broadcast the data through a
trusted third-party server or a self-owned website.
In order to ensure the integrity of the patient’s uploaded generation lists L G , a smart contract is deployed on the blockchain
to verify the contact data. The ADS is reconstructed from L G and
compared with the corresponding ADS stored on the blockchain.
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Figure 2: Data hybrid-storage based on blockchain.
As such, the soundness and completeness of the patient’s uploaded
contact records can be successfully verified.
Zero-Knowledge Proximity Verification. With the verified
patient’s contact records, clients can conduct a cross-check with
respective encounter lists L E on local mobile devices. If a match
is found, the client will be notified and s/he could report this case
to the authority for further follow-up. However, the client might
modify local encounter records to change the contact matching
result for some benefits (e.g., free screening and material subsidies)
from the authority or avoiding quarantine.
A basic solution to the client’s proximity verification is to use
joint inclusiveness verification based on the ADS stored on the
blockchain. More specifically, for any successful contact match,
the client generates a verification object (VO G ) from the patient’s
R G and a verification object (VO E ) from the client’s R E . The
matched identifier along with the VO G and VO E , are returned to
the authority for verifying the inclusiveness in both the patient’s
L G and the client’s L E . However, this solution will undermine
the client’s privacy by revealing the matched identifier and the
generated VO G and VO E . This violates our zero-knowledge confidentiality requirement as mentioned before.
Thus, we develop a zero-knowledge proximity verification scheme
based on Bulletproofs [6], which prevents the client from tampering
with local contact matching results while preserving user privacy.
Definition 3.1 (Zero-Knowledge Proximity Verification). For the
input identifier 𝑖𝑑, ADS R G of L G , ADS R E of L E , and global
parameters 𝐺, 𝐻 ∈ 𝐸 (𝐹𝑞 ), this scheme can prove to a verifier V that
the prover P knows an assignment to 𝑖𝑑 such that 𝑖𝑑 ∈ L G ∧ 𝑖𝑑 ∈
L E , without revealing 𝑖𝑑. It consists of the following algorithms:
• {G = (𝐺 1, · · · , 𝐺𝑛 ), H = (𝐻 1, · · · , 𝐻𝑛 ), 𝐺, 𝐻 } ← Setup(1𝜆 ):
On input a security parameter 1𝜆 , it outputs public parameters {G, H, 𝐺, 𝐻 } acting as implicit input for other functions.
• 𝜋 ← ProofGen(𝑖𝑑, R G , R E , r): On input an identifier 𝑖𝑑, an
ADS R G , an ADS R E , and random parameters r, it outputs
a zero-knowledge proximity proof 𝜋.
• {0, 1} ← ProofVer(𝜋, R G , R E ): On input a zero-knowledge
proximity proof 𝜋, an ADS R G , and an ADS R E , it outputs
1 if the verification is valid.
To efficiently implement the cryptographic hash function (such
as SHA-256) in arithmetic circuits (AC), an optimization method
from prior work [27] is utilized to improve the computational efficiency. Thus, benefitted from the property of no trusted setup in
Bulletproofs, our zero-knowledge proximity verification scheme
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EXPERIMENTAL EVALUATION

Setup. We use Hyperledger Fabric to set up the blockchain for its
adaptability. The smart contract for storing data on the blockchain
and the zero-knowledge proximity verification with SHA-256 are
implemented with Golang and Python, respectively. We use M191 as
the elliptic curve. Experiments are conducted on a desktop computer
with a 3.2 GHz quad-core Intel Xeon processor and 64 GB RAM.
Performance Evaluation. We first compare data storage performance with BeepTrace [30] by varying the number of daily
confirmed cases. Table 1 reports the system throughput when confirmed users send transactions containing their data records to
the blockchain. It is shown that P2 B-Trace can achieve higher efficiency for more daily confirmed cases. The reason is that workers
in BeepTrace need to maintain two blockchains simultaneously.
We further evaluate the integrity verification scheme with three
metrics: (i) size of the verification proof, (ii) proof generation cost
in terms of prover CPU time, and (iii) proof verification cost in
terms of verifier CPU time. Four methods are compared: only patient’s data verification (DV), only client’s zero-knowledge proximity verification (ZKPV), only client’s proximity verification without
zero-knowledge (PV), and our P2 B-Trace verification scheme.
Figure 3 shows the results when the number of identifiers is
varied from 21 to 27 . Specifically, the amount 27 = 128 is sufficient.
Since in a typical scenario where the user updates an identifier
every 15 minutes and generates a new list every day (14 active
hours for an adult), the total amount of identifiers is 56. It can be
seen that the proof size keeps succinct (< 10 KB) in P2 B-Trace. For
the patient’s data integrity verification, benefitted from the constructed ADS, both proof generation and verification are efficient
with short execution time. For the client’s proximity verification,
the time-oriented metrics increase noteworthily under P2 B-Trace,
but those of the approach without zero-knowledge fluctuate a bit.
The reason is the AC-based implementation takes more time for integrity verification with privacy protection. Moreover, Bulletproofs
provides smaller proofs at the expense of computational cost.
Discussion. Our results show that the Bulletproofs used in P2 BTrace have an effect on the verification efficiency as the dominant
factor. To improve the verification efficiency, some alternatives such
as SNARKs [4] and SNORKs [17], can be used for zero-knowledge
proof. However, these schemes need a trusted setup and the proof
size is larger. In addition, the implementation-specific optimization
(such as parallelization) is also worthy to be sustainably explored.
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FUTURE DIRECTIONS

System Scalability. To enable verifiable contact tracing, the ADSs
and contact data are stored on blockchain. The key challenge is
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can effectively verify the client’s contact matching results while
safeguarding user privacy in a decentralized manner.
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Table 1: Data Storage Performance (KB/s)
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Figure 3: Integrity Verification Performance.

how to efficiently store data for the users in different countries or
even in the globe. To tackle this issue, a hierarchical chain can be
first built for the ADS by increasing the tree depth and reducing the
update frequency. The ADS stored in the upper chain is constructed
from the ADS stored in the lower chain with a lower frequency.
Second, we can explore the emerging sharding [9] technique to
dynamically maintain regional sub-chains to improve scalability.
Moreover, a data compression scheme and a hybrid-storage model
to outsource data can be studied to reduce the on-chain data size.
Data Query. In the contact data verification stage, smart contract needs to query the corresponding on-chain ADS. The key issue
is how to efficiently retrieve data on the blockchain [22, 29, 32]. To
solve this problem, a world state trie can be tailored and maintained
in the block to store ADS within the latest 14 days for each user.
Alternatively, another idea is to design a packaging strategy to build
a data-oriented blockchain by storing relevant data in the same
block. In addition, in decentralized contact tracing, each user needs
to conduct contact matching with a large number of patients. To
improve matching efficiency, an index can be periodically generated
for patients’ uploaded contact records by a smart contract.
Secure Computation. During the zero-knowledge proximity
verification, the performance enhancement is still a problem to
be addressed. Apart from using other zero-knowledge arguments,
a possible direction is to encrypt the original data and outsource
the verification execution to a blockchain. Some preliminary approaches have been proposed (e.g., via homomorphic encryption
[1] or multi-party computation [2, 15]). Alternatively, a trusted execution environment (TEE) [31] such as Intel SGX can be leveraged
to conduct the verification on the blockchain. In such settings, novel
consensus algorithms will be designed to coordinate TEE-enabled
nodes and non-TEE nodes with consideration of system security.

6

CONCLUSION

In this paper, we propose P2 B-Trace, a privacy-preserving contact
tracing initiative based on blockchain. A decentralized architecture
is designed to record the ADS of contact records for preventing
data modification. Then, we propose a zero-knowledge proximity
verification scheme to verify proximity claim with privacy protection. We implement P2 B-Trace and evaluation results demonstrate
the effectiveness of our proposed system.
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